ABSTRACT
INTRODUCTION
In comparison to the conventional form of administration, nowadays the E-Governance [1, 2, 3, 5, 6, 7, 9, 10, 17, 18] have become the smart way of deployment of administration by the authority under its jurisdiction. Since this technique requires the transmission of sensitive information between the Government and the Citizen through the Internet, information scientists take pain to provide utmost information security, which can also be further qualitatively enhanced by the incorporation of object oriented software engineering paradigm. Hence, the authors have proposed a multifaceted smart card based secured E-Governance mechanism using Multipurpose Electronic Card (MEC) . In this proposed model the authentication [8] of Citizen is achieved by the tactful implementation of digital signatures [4] , which is the key field of digital certificates. Security of digital signature is further improved by wrapping Elliptic Curve Digital Signature Algorithm (ECDSA) in different Object Oriented Analysis and Design (OOAD) [11] tools of Unified Modeling Language (UML) [12] . Apart from strength-per-key-bit feature of Elliptic Curve Cryptography (ECC), to obtain high processing power, storage space, bandwidth and power consumption efficiency, Elliptic Curve Digital Signature Algorithm (ECDSA) [14] is used instead of Digital Signature Algorithm (DSA) in this proposed model. Unified Modeling Language (UML) have become the de-facto standard for the development of real world oriented or object oriented security systems. Unified Modeling Language (UML) is not a specific methodology, rather it is collection of several types of diagrams when used within any specific methodology, it helps to increase the acceptability of the system to its user. The Unified Modeling Language (UML) contains specialized diagrams and these diagrams uses the standardized symbols for depicting the proposed software system model in object oriented perspective. Though UML can be explained with wider perspective, here we have focused over the Unified Modeling Diagrams (UML) diagrams for the better description of the proposed smart card based EGovernance mechanism using Multipurpose Electronic Card (MEC Section -2 discusses the background of Elliptic Curve Digital Signature Algorithm (ECDSA) in the context of C2G type of E-Governance transactions using Multipurpose Electronic Card (MEC). In the section -3 the precise literature review is presented in tabular form. In the section -4 the authors have presented the block diagram of the Multipurpose Electronic Card (MEC), the schematic diagram of C2G type of E-Governance model using MEC and its explanation in the context of object oriented software engineering. Finally, the section -5 draws the conclusion from the above discussions. References are cited in section -6.
ELLIPTIC CURVE DIGITAL SIGNATURE ALGORITHM (ECDSA)
ECDSA [15, 16] is applied on C2G model of E-Governance for electronic identification of Citizen during these transactions with the GovernmentTo sign a message m, Citizen performs the following steps for ECDSA key generation:
Step 1 -Selects an Elliptic curve E defined over Z. The number of points in E(Z) should be divisible by a large prime number n.
Step 2 -Select a point P Є E (Z p ) of order n.
Step 3 -Select a statistically unique and unpredictable integer d in the interval [1, n-1].
Step 4 -Compute Q = dP.
Step 5 -The Public key of Citizen is (E,P,n,Q) and the private key is d. To sign a message m, the Citizen performs the following steps for ECDSA signature generation:
Step 1 -Select a statistically unique and unpredictable integer k in the interval [1, n-1].
Step 2 -Compute kP = (x,y) and r = x mod n. (Here x is regarded as an integer, for example by conversion from its binary representation.) If r = 0 then go to Step -1.
Step 3 -Compute k -1 mod n.
Step 4 -Compute s = k -1 {h(m) + dr} mod n, where h is the Secure Hash Algorithm (SHA-1).
Step 5 -If s = 0, then go to Step -1.
Step 6 -The Citizen's signature for the message m is the pair of integers (r,s).
To verify the Citizen's signature (r,s) over message m, the Government performs the following steps for ECDSA signature verification:
Step 1 -Obtain an authenticate copy of public key (E,P,n,Q) of the Citizen. Verify that r and s are integers in the interval [1, n-1].
Step 2 -Compute w = s -1 mod n and h(m).
Step 3 -Compute u 1 = h(m) w mod n and u 2 = rw mod n.
Step 4 -Compute u 1 P + u 2 Q = (x 0 , y 0 ) and v = x 0 mod n.
Step 5 -The signature is valid if and only if v = r, else the signature is declared as invalid.
LITERATURE REVIEW
The relevant literature review for implementation of authentication of the sensitive information which is transmitted during various E-Governance transactions is mentioned precisely in the tabular form -
PROPOSED MODEL
In this section the authors have presented the block diagram of the Multipurpose Electronic Card (MEC), the schematic diagram of C2G type of E-Governance model using MEC and its description in object oriented paradigm which demonstrates the implementation of ECDSA in case of valid signatures as well as invalid signatures in this model.
The block diagram of the proposed Multipurpose Electronic Card (MEC) is as followsFig 1 -Block diagram of the Multipurpose Electronic Card (MEC)
The proposed E-Governance model using this above mentioned Multipurpose Electronic Card (MEC) in Citizen to Government pattern is as follows - The algorithmic description of the above mentioned system is as follows -
Step 1: Citizen initiates the E-Governance transaction using Multipurpose Electronic Card (MEC).
Step 2: The Trusted Third Party (TTP) i.e the Certificate Authority (CA) generates the Identity Certificate and the Authorization Certificate using the unique ID of the Multipurpose Electronic Card (MEC).
Step 3: Multipurpose Electronic Card (MEC) connects to the E-Governance mechanism using the publicly available data transmission medium i.e Internet.
Step 4: E-Governance mechanism initiates validation procedure for the digital certificates used by the Citizen. This process checks both the identity and the access permission of the electronic services available to the Citizen.
Step 5: In case of successful validation, the Citizen access the E-Service server and proceeds to
Step 8 for successful completion of the E-Governance transaction.
Step 6: The Citizen fails to access the E-Service server due to authentication failure.
Step 7: A negative acknowledgement is send to the Citizen via same route.
Step 8: The E-Governance transaction terminates.
The typical 3-tier architecture for supporting the proposed E-Governance mechanism is mentioned below - 
Use Case Diagram
As the primary responsibility, the Use case diagram is typically used to communicate the highlevel functions of the system. The following diagram clearly depicts the main function of the Citizen is to access the E-Governance services like online payment of Income Tax, Telephone Bill, House Rent, ATM facility, etc which are being granted by the Government after proper U3: Generate Public Key -In this step the public key is computed mathematically and is made available publicly.
U4: Select Hash function -This step is initiated by the Citizen. In this step the Citizen selects a hash function which is already publicly available.
U5: Create Message Digest, MD -This step is initiated by the Citizen. In this step the Citizen calculates the message digest MD using the hash function and the message.
U6: Generate Signature -In this step the signature is generated for use over the message.
U7: Transmit signed message -This step is initiated by the Citizen. In this step the Citizen transmit the signed message to the Government.
U8: Receives signed message -This step is initiated by the Government. In this step the Government receives the transmitted message of the Citizen. 
Class Diagram
The class diagram depicts the internal relationships among the different entities like Citizen, Government, etc. In other words it can be stated that the class diagram shows the static structures of the system thereby displaying its logical platform to the user.
The generic class diagram of Citizen and Government in the proposed E-Governance model is as follows -ClassCitizen represents the "Citizen", ClassSignature will represent the "Signature" class and ClassGovernment will represent the Government. The corresponding sample code segment in C++ is as follows -
Sample C++ code for the above class diagrams are as follows. 
Sequence Diagram
The Sequence diagram is read from the top left most corners to depict the message passing among various objects of the system with respect to the time line. In this diagram the authentication of the Citizen using Elliptic Curve Digital Signature Algorithm (ECDSA) is performed by the Government during the C2G model of E-Governance transaction using Multipurpose Electronic Card (MEC). The Message digest is computed with the help of secure hash function selected by the Citizen. 4. The digital signature is generated with the help of computed message digest and the private key selected randomly by the Citizen. 5. The Citizen transmits the digitally signed message to the Government. 6. The Government receives the digitally signed message transmitted by the Citizen.
6.1 The Government retrieves the message digest hash, MD' from the received signed message of the Citizen. 6.2 The Government retrieves the digital signature using the computed the message digest hash, MD'.
7. The Government initiates digital signature verification operation with the help of Multipurpose Electronic Card (MEC).
State chart Diagram
The State chart diagram depicts the various states of a class within a system. It also describes the several transitions that a particular class undertakes from state to state. The respective State chart diagram depicts various C2G type of E-Governance transaction using Multipurpose Electronic Card (MEC), like online payment of Income Tax, Telephone Bill, House Rent, ATM facilities, etc. The above shown State chart diagram demonstrates the process by which the Citizen can access the E-Governance services after proper identity verification of the Citizen using digital signature. It starts from the initial position thereby assuming that the Citizen have its own digitally signed UniqueID or CitizenID which is provided to the Government for verification purpose. The Government collects the UniqueID or CitizenID submitted by the Citizen and initiates the verification procedure. After this verification test is over probably two cases will arise as outputCase 1. The verification test is successful. In this case the Citizen is allowed to access the EGovernmental services and the E-Governance transaction terminates. Case 2. The verification test is unsuccessful. In this case the Citizen is barred from accessing the E-Governmental services and the E-Governmental transaction terminates.
Activity diagram
Activity diagrams display the procedural flow of control between two or more class objects during execution of an activity. The respective activity diagram is as follows - In our diagram, two swim lanes have been shown. This is because we have depicted two different objects i.e Citizen and the Government which control separate activities within the process. In the initial stage of this process the Citizen provides its own digitally signed CitizenID or UniqueID to the Government. The Government initiates the authentication process of the CitizenID or UniqueID received from the Citizen. If the authentication process brings positive result, i.e in case of authenticated Citizen, the access to the E-Governance services is granted, else the Citizen is barred from the access of the E-Governance services.
CONCLUSION
From the above depicted Unified Modeling Language (UML) diagrams it is clear that Multipurpose Electronic Card (MEC), which is proposed by the authors, can be successfully implemented in E-Governance for authentication of Citizen very smartly and securely. In this paper authors have wrapped OOAD tools of UML with ECC for E-Governance transaction. However, the efficiency measurement of this proposed model in the context of object oriented metrics [13] can be considered as the future scope for this research work.
